Abstract-In this paper, an medical image watermarking technique has been proposed, where intelligence has been incorporated into the encoding and decoding structure. The motion vectors of the medical image sequence are used for embedding the watermark. Instead of a manual selection of the candidate motion vectors, a generalized approach is used to select the most suitable motion vectors for embedding the watermark. Genetic programming (GP) module has been employed to develop a function in accordance with imperceptibility and watermarking capacity. Employment of intelligence in the system improves its imperceptibility, capacity, and resistance toward different attacks that can occur during communication and storing. The motion vectors are generated by applying a blockbased motion estimation algorithm. In this work, Full-Search method has been used for its better performance as compared to the other methods. Experimental results show marked improvement in capacity and visual similarity as compared to the conventional approaches.
I. INTRODUCTION
The exponential growth of internet speed wherewith the information is made available turned the internet into a place. About a third of the total world population has internet access [1] , and consequently, with this development, the spread of multimedia data significantly aroused. Copying, distribution, and manipulation of digital content are very easy by using advanced multimedia and communication tools. Thus, before storing and transmission of digital content, its security is a major concern. Authentication of multimedia applications, especially for sensitive data likes medical and military applications is the challenge of today's research.
For the security of digital content, watermarking is one of the best solutions. There are three main contradictory watermarking properties: robustness, capacity, and imperceptibility [2] . The researchers must make a tradeoff between these properties accordingly. Imperceptibility, robustness, security, and efficient technique(s) are the basic requirements while securing digital data [3] . Watermarking is the well-established solution to many problems like copyright protection, copy control, authentication, ownership, broadcast monitoring etc. [4] [5] [6] . In this paper, the secure transmission and storage of medical image sequence like Ultrasound images are ensured by employing the generalized watermarking algorithm using genetic programming. The capacity and imperceptibility are the contradicting parameters and it is difficult to improve any of the parameters without affecting the other one.
However, in this paper, an intelligent approach is employed, where the optimal motion vectors are selected for watermark embedding. Before embedding the watermark bit, the motion vectors are extracted. For this purpose, several block-based motion estimation algorithms are used. Some of them are FullSearch Block-Based Motion-estimation Algorithm (BMA), three-step search, new three-step search, four-step search, diamond search, small diamond search pattern etc. In the proposed technique, Full-Search BMA is used for extracting the motion vectors. Full-Search is more efficient in terms of accuracy as compared to all other BMAs [7] . The computational time of Full-Search BMA is high, but its accuracy is better than all other BMAs. Full-Search BMA searches all of the probabilistic similarity. The magnitude and phase angle between the consecutive motion vectors have been used for watermark embedding. It is not necessary that the motion vectors having large magnitude are suitable for watermark embedding. It depends on the associated macroblock. We cannot rely directly on the magnitude of the vector and thus, we will focus on the associated macroblock parallelly. GP is used to select the most suitable motion vectors for embedding purpose, where imperceptibility, security, and embedding capacity are focused.
The storing and distant transmission of medical images/sequences demands high security and especially medical imaging with mobile transmission needs careful handling. Thus, in this paper, a blind generalized semi-fragile watermarking scheme is used to protect the medical image and/or image sequence. The primary objectives of this paper are:
 Unlike traditional blocked-based security, efficient micro-level security is achieved by applying the FullSearch BMA.
 The temporal information of the input medical image sequence is used for watermark embedding. The embedding capacity is increased as compared to the convention embedding in spatial regions of the images.
 Enhancing the important contradicting properties i.e. imperceptibility, robustness, and capacity is a challenge for today's researchers. In this paper, an efficient tradeoff between these contradicting properties has been made. For this purpose, these parameters are used in the GP fitness function. Details about the GP fitness function are given in Section 3.
(IJACSA) International Journal of Advanced Computer Science and Applications, Vol. 10, No. 4, 2019 164 | P a g e www.ijacsa.thesai.org  For imperceptibility, peak signal to noise ratio (PSNR) and structural similarity index measure (SSIM) are used. Determining the capacity of the watermark is to find how much watermark bits are embedded in the image/video without any perceptual distortion [8] . For watermarking capacity , a number of embedded bits per frame ( are considered and this measurement is used in the fitness function. By the end of all frames embedding, an average of the embedded bits per frame is taken.
II. LITERATURE SURVEY
Since the last three decades, the researchers are working on the security of medical images. Most of the researchers are using watermarking methods based on error correcting code, multiple watermarking, hybrid watermarking, intelligent watermarking, biometric watermarking, joint compression based watermarking, etc. Some of the proposed techniques are discussed as follow.
In [9] , the motion vector watermarking was proposed where the authors have used the motion vectors having large values and less change in phase angle. The experimental results in their work indicate that the visual similarity of the watermarked image is not highly affected. The MPEG compression speed is not affected and has the capability to embed the high capacity watermark in a short video.
Medical image watermarking technique has been proposed in Singh et al. [10] , in which the image is decomposed by using discrete wavelet transform (DWT) and the medical text watermark is embedded in the sub-bands of the wavelet domain using spread spectrum technique. Third level decomposition is made and based on threshold criteria, three different watermarks have been embedded in the selected vertical and horizontal wavelet subbands.
In [11] , Giakoumaki et al. have proposed wavelet-based watermarking algorithms, where the authors address the issues related to medical confidentiality. The input image is decomposed by using wavelet transform and the watermark is embedded in the wavelet coefficients. The authors have utilized two watermarking approaches for medical images. The detailed coefficients of the cover image are used for watermark embedding. Quantization function has been applied to each of the marked coefficients for extracting the multiple watermark bits. By using this hybrid algorithm, robustness, reliability, efficiency, and imperceptibility have been improved. The only disadvantage of this method is higher computational complexity.
In [12] , Ouhsain et al. proposed a discrete fractional Fourier and DWT based watermarking system. After first level wavelet decomposition, the input image is divided into four subbands. Multiple parameters discrete fractional Fourier (MPDFRF) is applied to each subband and the watermark is embedded into each block.
A blind optimal watermarking method has been proposed by Peng et al. [13] . This method is based on the multi-wavelet transformation and support vector machine (SVM). After first level wavelet decomposition, the lower frequency sub-band of the cover image is used for watermark embedding. The reference information and logo have been used as a watermark to be embedded.
A biometric-based medical image watermarking method has been proposed by Wioletta [14] . The author is using DWT to embed a biometric watermark into the cover work. This method is robust against both legitimate and illegitimate manipulations.
Lin and Ching proposed a blind wavelet-based digital image watermarking scheme that has high capacity and able to hide more than one image inside the cover work without affecting the imperceptibility of the watermarked image [15] . The watermark is permuted before embedding to ensure the robustness and security of the watermark simultaneously.
In 2009, I. Usman et al., have proposed an intelligent watermarking technique [16] . The authors intelligently select the coefficient for watermark embedding. The embedding coefficients are selected using genetic programming. The authors are exploiting the amplitude of the wavelet coefficient. GP has been employed for evolving the mathematical function, which is based on visual similarity and watermarking capacity. The results are effective in terms of imperceptibility and payload.
S. Acharjee et al. have proposed a watermarking technique
that enhances the security of medical videos [17] . Motion vectors of the electrocardiogram (ECG) videos are used for watermark embedding. A binary image is used as a watermark. The authors are using a threshold to select the motion vectors. In addition, they have tried to reduce the calculation and speed up the authentication process.
III. GENETIC PROGRAMMING (GP) MODULE
Genetic programming is an evolutionary computation technique that is used in many applications. GP is a machine learning technique based on natural selection and genetics [18] . GP is based on the stochastic method, where randomness plays an important role in searching and learning [19] . The most suitable motion vectors, in terms of visual similarity and capacity, are selected for embedding watermark bits. Initially, a random population is evaluated using a fitness function according to the application. The individuals in the population are computer programs. In the proposed scheme, the fitness function that is based on imperceptibility and capacity is focused. In the initial population, the best individual is reserved and all of the others are deleted and replaced by the children of the best individuals. The reserved children make a new generation, where so of the children may have the best score than their parents in the previous generation. This process is repeated until one of the termination criterions is satisfied. Block diagram for developing GP module is shown in Fig. 1 . Fitness criteria, suitable functions, and terminals are defined that represent the possible solutions in the form of a complex numerical function. GP module has the following different functions.
GP

A. GP Function Set
The function set used in GP is based in the nature f the problem. The available mathematical function in GP module collectively makes the GP function set. In the simulations, four basic binary functions have been , , , , , are used.
B. Fitness Function
Each individual of the population is graded. In the proposed scheme, the PSNR, SSIM, and capacity are used to assess the fitness function. This function provides the feedback to the GP module representing the fitness of the individual. A higher individual fitness score indicates higher performance. GP fitness function contains four basic arithmetic operators and the operands like magnitude and phase angle of motion vectors, macroblock index. The performance evaluation of the fitness function is measured by the PSNR, SSIM and watermarking capacity. The following fitness function is used:
The watermarking capacity is , where is the size of the frame. The constants , and are the weighting parameters that are decided according to the application. For applications requiring more capacity/payload, some sacrifice can be made in terms of imperceptibility, i.e. the parameter should be given more weight. Similarly, for the applications, where high imperceptibility is required, the parameters and should be given more weight. PSNR and SSIM are calculated between the original image and the watermarked image. PSNR is divided by in order to scale its value, such that equal weight could be given to all of the objective measures.
C. Population Initialization
The individuals in the initial population are generated randomly. The most common methods that are used for the initialization of population are and methods. By using any of the abovementioned methods, the pre-defined maximum tree depth does not be exceeded [20] . In the proposed scheme, the method is used for generating the initial population.
D. Termination Criteria
The simulation is terminated when one of the following becomes true.
 When the fitness score is exceeded i.e. fitness > 50  When the fitness score repeats  When the number of generations reaches the predefined maximum number of generations  When the error becomes less than a pre-defined threshold
E. GP Operators
The most common operators used in genetic programming are crossover, replication and mutation. In the proposed scheme, crossover, mutation and replication are used to produce the next generation. In a crossover, the two individual parents exchange genetic materials to create a child. It tries to mimic recombination and reproduction. Optimal and/or near to optimal solution comes with the help of crossover operator. In mutation, the genome is changed in a minor way for the next generation. In replication, the individual is copied to the new generation. In the proposed GP run, a crossover has a higher ratio as compared to the mutation and replication. All of the necessary settings of the GP module are given in Table I . 
IV. PROPOSED ALGORITHM
A generalized watermarking algorithm for the ultrasound image sequence has been presented. The temporal space is acquired by using a Full Search block-based motion estimation algorithm. As compared to all other block-based motion estimation algorithms, Full Search is time-consuming but it is more efficient. The intelligent selection is carried out while choosing the candidate motion vectors. For this purpose, genetic programming is used to select the efficient motion vectors where the watermark bits are embedded. This will increase the visual similarity, capacity and the robustness of the watermarking system. environment has been used for the experimental results. For GP simulation, the based toolbox has been used [21] .
A. Watermark Embedding
 A key-based random binary sequence is generated that is used as a watermark in the proposed system. The watermark is quadruplicated and then scrambled before embedding in the motion vectors. , where is the number of watermark bits quarter to the required bits. The randomly generated bits are then quadruplicated to make a vector i.e.
where is the number of generated bits. The quadruplicated bits are then permuted by using a secret www.ijacsa.thesai.org key to make it more secure [22] . Thus the final watermark to be embedded is: .
 We are applying a full-search block-based motion estimation algorithm to the ultrasound image sequence to generate motion vectors.
 The genetic programming module (GP) is introduced, where the initial population, generations and fitness function, termination criteria etc. are decided. In this paper, the fitness function is based on the PSNR and SSIM along with the watermarking capacity.
 For embedding the watermark, the most suitable candidate motion vectors are selected by using the above-mentioned genetic programming module.
 The watermark bits are embedded in the motion vectors and run generation by generation until the termination criteria achieved. The termination criteria can fitness score, a number of generation, execution time or repetition of the fitness values. The numerical fitness expressions are evaluated while embedding the watermark bits in the ultrasound frames. These expressions are used in the watermark extraction. This is to be discussed in detail in Section 4.2.
 Once the motion vector is selected, its magnitude and the phase angle are modified. The magnitude of the motion vector is given in Equation 2.
Where is the macroblock, and are the horizontal and vertical values of the motion vector respectively. Calculate the phase angle to embed the watermark bit. The phase angle is given in Equation 3. 4) where MSE is the mean square error. Normally, the watermark capacity is calculated as bits per pixel ( ), when the spatial domain is used for watermark embedding. However, in the proposed scheme, the capacity is calculated by the embedded bits in the frame.
When the fitness criteria, which are PSNR, SSIM and capacity are fulfilled, the system will move on to the next frame for watermark embedding and continue until embedding all the frames of the sequence.
B. Watermark Extraction
Once the ultrasound image sequence watermarking is finished and shared through a wired or wireless communication channel, then verification is required on the receiving side.
 On the receiving side, motion vectors of the watermarked image sequence are generated. Then we select those motion vectors, which were used for watermark embedding. For a selection of the marked candidate motion vectors, the fitness numerical expression is used. The same fitness function equation is used to select the motion vectors.  The watermark bits are then extracted from the selected motion vectors and compared to the same watermark bits that can be generated on the verification side by using the same key.
 If the extracted watermark bits and the generated watermark bits are same, then the image sequence is authentic, otherwise tampered.
The watermark embedding and extraction are shown in Fig. 3 and 4 , respectively. In the extraction process, the to-be-checked-sequence is used as an input and the motion vectors are selected where the watermarks bits were embedded on the embedding side. For the selection of the motion vectors, the fitness function expressions are used that were evaluated by GP module. The watermark is generated by using the same key and then the generated and extracted watermarks are compared. If both the watermarks are same, the sequence is authentic otherwise tampered. The location(s) of tampering is then analyzed and detected that which frame(s) tampers and how much. For normal videos, it is decided that the tampering is acceptable or not. However, for medical videos, a tiny distortion cannot be accepted. For this reason, the legitimate and illegitimate tampering is not differentiated in this paper.
V. EXPERIMENTAL RESULTS
An ultrasound sequence has been chosen for the experimental work [24] . After applying the Full-Search BMA, lots of motion vectors are obtained. Thus, a high strength watermark can be embedded without affecting the imperceptibility. Although, it is not necessary that large magnitude vectors are suitable for watermark embedding. It depends on the associated macroblock. We cannot rely directly on the magnitude of the vector and thus, the associated macroblock is focused parallelly. Any fixed threshold is not assigned to the magnitude of the motion vectors for the embedding selection. For this purpose, an intelligent system is employed, where the GP module will decide the most suitable motion vector for embedding the watermark bits. The details of the ultrasound sequence before and after Full-search BMA are given in Table II. Fig. 5 and 6 show some of the frames extracted from the video and the corresponding motion vectors respectively. The structures of medical images/videos are much different from normal videos. Hence it is difficult to compare any watermarking algorithm that is designed for normal videos i.e. , , etc.
The watermarked motion vectors are shown in Fig. 7 . In Fig. 5 and 6 , it can be seen that there are hundreds of motion vectors even if the size of the macroblock is . Hence, the embedding capacity is too high as compared to the regular images. In the proposed method, the motion vectors are intelligently selected for embedding the watermark bits; therefore, the visual similarity can be easily maintained after embedding a high strength watermark. If the motion vectors on the boundary are selected for embedding then it may create some problem of overflow and underflow. To avoid the overflow/underflow, a histogram modification is used before embedding the watermark. The phenomenon used in [25] has been utilized where the authors have proposed a preprocessing method for fixing the issue of overflow and underflow. They find the zero point that is closed to the boundary i.e. (0 or 255), and the boundary pixels are removed and the pixels between the boundary pixels and zero points are removed by modifying the histogram of the original frame. For histogram generating, the boundary pixels are not used and after embedding the watermark, new boundary pixels appear. Thus, a correct histogram can be obtained, while extracting the watermark on the verification side.
It is not easy to compare medical images with normal images like bmp, jpeg, and tiff images. The image contains the details about the image and has patient information in the same file. It contains the header and other information that are structured differently from the other formats. Little Endian or Big Endian byte orders are used to encode the image file format. D formats are converted to because the main interest is the security of the image rather than the patient and machine information associated with the images. The converted images are viewable on the common image viewing system with small size [26] . Table III shows the embedding distortion that is measured by PSNR and SSIM along with the embedding capacity. The main objective of the proposed approach is to increase the embedding capacity with minimum effect on imperceptibility and vice versa. The results of the proposed algorithm have been compared with the three latest schemes. It can be seen that the proposed approach provide an optimal solution to the contradicting properties of watermarking. As compared to other regular video frames, in medical images, there are more motion vectors. In addition, optimal motion vectors are selected for embedding the watermark bits.
In Table III , it can be seen that the PSNR and SSIM in the second column are very high. The SSIM i.e. 0.99 has been calculated for the original and the extracted watermark and it should be one if the watermarked content is not attacked/tampered. Similarly, the SSIM i.e. 0.97 is calculated for the watermarked image and received the watermarked image. All others SSIMs and PSNRs, shown in Table III are used to measure the embedding distortion. An intelligent watermarking in motion vectors is proposed for protecting the medical videos. Medical images/video is very sensitive and small distortion may not be acceptable. Hence, the selection of pixels and motion vectors for embedding the watermark is a challenge for the researchers and hospital management systems. In this paper, a genetic programming module has been designed to select the most suitable motion vectors for watermark embedding that reduced the perceptual distortion and improve the watermarking capacity. Distortion measurements like PSNR and SSIM along with the watermarking capacity have been used to set the fitness function. The watermark bits are embedded using the magnitude and phase angle of the motion vectors. The imperceptibility and the watermarking capacity have been improved. Random permutation and quadruplicating improve the security of the up to satisfactory level. The experimental results show that the proposed watermarking approach is more efficient in terms of visual similarity and capacity.
Cyber-attacks like data injection, stealing patient information, ransomware, image disruption etc. threat the medical images. In future, an intelligent watermarking system can be employed to increase the security of medical images and to protect the information related to the patient. The watermark that is to be used will contain all of the patient information. A highly compressed version of the patient picture can also be used as a watermark.
